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CONSENTIS APPROACH

User-centric Identity & Consent 

Management Framework

2 OBJECTIVES3

Fragmented Consent Practices

User Disempowerment

Compliance vs. Innovation

Ineffective Identity Federation

Security & Privacy Risks

Inconsistencies across Member States

Lack of interoperability among digital services 

Users often unaware of what they consent to

Complex consent forms lead to “click fatigue”

GDPR/eIDAS compliance slow agile innovation

Legal uncertainty around evolving technologies

Siloed systems limit cross-border data sharing

Identity frameworks lack trust & transparency

Centralized Identities increase data breach risks

Insufficient user control over personal data

SSI Layer
Manages decentralized credentials, 
proofs, issuance, verification, and 
wallet-based identity interactions.

Blockchain Layer
Anchors consent evidence, supports 

auditability, verifies access, and 
records trusted events.

External Services
Provides data protection, GDPR 

compliance, and risk assessment.

Business Logic Layer
Coordinates consent workflows, 
identity discovery, notifications, 

PETs, and data-transfer decisions.

Presentation Layer

4 CONTRIBUTIONS TO 

IDENTITY & API SECURITY

https://consentis-project.eu company/consentis-project @ConsentisProject

USE CASE

Secondary use of electronic health data

5

A validated example of how users will safeguard their privacy and control over health information. This scenario facilitates 
insurance companies to securely request specific data from chosen hospitals through a user approved process.
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